Cisco Company Complicity Profile BDSm

Cisco’s complicity in Israel’s apartheid and genocide is well documented through its illegal operations in the
Occupied Palestinian Territory, discriminatory policies, partnership with the Israeli military, and acquisitions of
Israeli companies complicit in human rights violations. Cisco knowingly provides Israel with technology that is
deployed to facilitate grave human rights violations, war crimes, and crimes against humanity.

Cisco Has lllegal Operations in the lllegally Occupied Palestinian Territory including Settlements

Cisco and Israel partnered to build 100 Tech Hubs by the end of 2019, seven of which are in illegal settlements
— which are war crimes under international law — 5 in the occupied West Bank, 2 in the occupied Syrian Golan
Heights.

Cisco Engages in Discriminatory Practices and Anti-Palestinian Racism

e Company Policy of Institutionalized Economic Discrimination: In 2008, Cisco pioneered a model of
racial discrimination and exploitation that Intel, Microsoft, and Mellanox soon followed. Whereas an
Israeli hi-tech worker would have been paid ~$4,000, Cisco Israel began outsourcing work to skilled
Palestinian hi-tech workers at a far lower rate, ~$2,500, benefiting from Israel’s system of apartheid.

Cisco is a Long-Standing Partner of the Israeli Occupation Forces

Military Partnerships

e In November 2023, Cisco sold Webex, a communications solution, to the Israeli military in partnership
with Bynet, an Israeli tech company that assists in automating genocide and provides services to Israeli
prisons and illegal settlements.

e In 2023, Dell was selected to replace Cisco as the main provider of servers for the Israeli military.
However, the military continues to buy Cisco servers, as was revealed by an Israel Ministry of Defense
(IMoD) procurement database. It shows that in just three months, between November 2023 and January
2024, in the middle of Israel's Gaza genocide, IMoD purchased Cisco servers worth a total of almost $2
million over eight different contracts. This is likely an underestimate, as this database only discloses
unclassified contracts that were awarded without a tender process.

e |srael’s initial genocidal attacks on the Gaza Strip required unprecedented computing power. The Israeli
military fook several steps to address this problem, and it is likely that the urgent procurement of Cisco
servers was a part of this process. This potentially implicates Cisco in the mass killing of tens of
thousands of Palestinians. Cisco technologies possibly form the hardware infrastructure that hosts at
least some of the databases and Al systems (The Gospel, Lavender, and Where's Daddy?) that the
Israeli military developed to generate mass targets at unprecedented scale with minimal human
intervention.

e According to Cisco's VP of Technology, Haim Pinto, “The connection between the technology units in the
Israeli military and the high-tech companies in Israel is a significant anchor in the accuracy and
advanced development of technologies that serve the security of the state and the bodies responsible
for it... The sight of officers in uniforms sitting next to our engineers and developing technological
solutions together is very natural to us, but still exciting.”

e In March 2020, Cisco Systems began laying tens of Unified Communication systems for the lIsraeli
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military, expected to reach hundreds of systems. The unified network centralizes the transfer of video,
voice, and data between different Israeli military units.

e Cisco Systems’ computing and communication systems, as well as cyber security and load balancing
systems, were integrated into the Israeli military’s largest ICT underground data center in the Nagab
called David’s Citadel, completed in 2020.

e In 2017, Cisco was selected by the IMoD to replace Hewlett Packard Enterprise as the sole provider of
servers for the Israeli military and other security forces. Cisco Israel's CEO stated at the time that this
contract “is integral to [the company's] commitment to the State of Israel.” The contract was initially
valued at a minimum of $250 million, paid for by the U.S. government through its Foreign Military Sales

program.

e In 2013, Cisco partnered with the Israeli military to supply $150M in communications equipment over 5
years with an option to extend 2 years.

Government Partnerships

e In October 2023, Cisco Israel developed “Israel Rises” for the Israeli military (Home Front Command),
which is a Cisco-powered national platform that facilitates cross-sector joint action to materially support
Israel’'s genocidal assault on Gaza in violation of three legally-binding orders by the International Court
of Justice (ICJ).

e In 2017, Cisco sold servers and support services to upgrade the Israeli military’s and Israeli Ministry of
Defense’s networks through Bynet, Israel’s leading provider of end-to-end integration solutions and
services. Bynet provides Israeli border patrol, police, and other law enforcement agencies with invasive
surveillance tools. Bynet is also widely recognized for providing services to Israeli prisons, including a
phone tapping service using voice biometric data of Palestinian prisoners, many of whom are held
hostage without charge or frial in inhumane conditions described as “human_chicken coops” by the
leading Israeli human rights organization.

e In 2017, Cisco partnered with the Israeli municipality of Jerusalem to develop, on a pro bono basis,
“Smart City” technology specially designed to surveil Palestinians in occupied East Jerusalem. In the
same year, Cisco installed communication equipment and CCTVs for the municipality. Deployment of
Cisco’s surveillance technology violates, inter alia, the Universal Declaration of Human Rights articles
12 and 17, which state that no person should be subjected to arbitrary interference with their privacy.

Police Partnerships

e Between 2020 and 2021, Cisco sold equipment and software worth over $1M to the Israeli police,
notorious for its human rights violations. Additionally, Cisco sold additional software to the Israeli police
in August 2022.

Cisco Has Acquired at Least 20 complicit Israeli Companies (below is a non-exhaustive list)

e September 2024: Robust Intelligence (US$400M) - Al security platform founded by Israeli, Yaron Singer,
a senior executive at Cisco (former IOF special operations unit combat officer), who recently said,
“Personally, I'm eager to invest in Israeli companies and recruit talent from Israel.”

e August 2023: Oort - cybersecurity company co-founded by Israeli Didi Dotan, a Senior Director at Cisco
who_espouses exiremist racist views against Palestinians.
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e October 2021: Epsagon (US$500M) - application monitoring and observability company co-founded by
Israelis, Nitzan Shapira and Ran Ribenzaft, who are now Directors at Cisco.

e May 2021: Sedona Systems (US$100M) - communications company co-founded by Israeli, Ori Gerstel,
who is a Senior Director at Cisco.

e October 2020: Portshift (US$100M) - cybersecurity company co-founded by Israeli, Zohar Kaufman, who
is a Director in Cisco’s Tel Aviv office.

e March 2016: Leaba Semiconductor (US$350-400M) - co-Founder Eyal Dagan is currently on Cisco’s
Executive Leadership Team reporting directly to the CEO.

e February 2013: Intucell (US$475M) - co-Founder Rani Wellingstein was a VP and General Manager and
co-founder Ido Susan was the Head of Mobility Solutions at Cisco.



